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Abstract
With the establishment of the digital single market strategy, the EU is about to elevate the concept of its sin-

gle market to the next level. While legal approximation has mostly been achieved from an economic perspective

to date, digitalisation can be seen as a new catalyst for further expansion. The decentralised concept of the Inter-

net diminishes nation state borders, and challenges the traditional perception of territoriality given that data itself

is intangible and crosses borders far more easily than goods, services, capital, or people, making legal harmonisa-

tion increasingly necessary.

I. The single market and legal
harmonisation

The conceptual origin of the European Union
(EU) dates back to the idea of the creation of a com-
mon market among nation states that previously were
opposed to each other during repeated wars. The com-
munitarisation of the crucial industries for war, namely
coal and steel, by the European Coal and Steel Com-
munitym in 1951 should have, according to Robert
Schuman, prevented any future possibilities of war
between its member states. Despite the recent strug-
gles with the Euro-crisis or Brexit, we can state that
this idea of the common market has been a huge suc-
cess, and not just because Europe has experienced a
long period of peace. The Treaty of Rome”? in 1957
broadened the concept to other industrial areas, aiming
to create a single market for all kinds of goods, ser-
vices, and people with the European Economic
Community (EEC). Today, the EEC has been merged
into the EU, which currently has 28 Member States,
having already realized the concept of the common
single market to a large extent, and facilitating eco-
nomic growth and welfare improvement for its
Member States.

One of the key instruments for the implementa-
tion of the single market is that of the approximation
of laws according to Art. 114 TFEU"”. As different
legal regulations in Member States created trade barri-

ers for goods, services or people from another Member

State, Member States had to adapt to the specific
national laws by creating approximated or harmonised
legal regulation to overcome these obstacles, which
led to increasingly diminishing legal borders, and less
legal differences between Member States. This shows
that the concept of the single market can be considered
as the motor of legal unification in the EU, and shaped
and created EU law above the national level. As this
process spread to a variety of fields, the EU was criti-
cized for overusing their mandate for approximation
of laws based on the realisation of the common mar-
ket, contradicting the principle of subsidiarity (Art. 5
TEUW)(S). Nevertheless, achieving an increasingly
consistent legal system at the EU level has also had
the advantage of maintaining a stronger position
towards concurring legal concepts, such as those in the
U.S. The demand for access to the EU single market
from companies all over the world gives the EU the
power to insist on the respect of legal standards, such
as in the area of competition law or data protection
law, for instance®’.

As the concept of the single market is naturally
broad, it covers all types of goods, services and the
general free movement of capital and people. Exam-
ples range from the approximation of civil law,
especially consumer protection law, to technical stan-
dardisation. In this sense, the EU has also set up a
harmonised telecommunication framework”’ as well
as a directive on certain aspects of information society
services (Directive on electronic commerce)(8> or on

103



R AR ERATICE 510 %

certain aspects of copyright and related rights in the
information society(g), to name a few examples. The
single digital market strategy aims to conceptualize
this one step further to overcome the merely selective
regulation to a more comprehensive approach.

Il. A new comprehensive approach:
The ‘digital single market’ and
its three pillars

With sector-specific regulations already having
been established for a variety of fields affected by dig-
italisation, such as telecommunications regulations,
the ‘digital single market’ aims to fully and compre-
hensively address the digital dimension of the single
market. The concept was introduced in 2010 as a part
of the EU’s Digital Agenda for Europe that covers the
time period until 202000), which is one of the seven
flagship initiatives announced by the Europe 2020
Strategym). The Digital Agenda addresses seven prob-
lem areas that the EU intends to tackle in the field of
information and communication technologies (ICT).
In addition to investment in networks, sufficient
research and innovation efforts and cybercrime, the
Digital Agenda has in its core the idea of creating a
digital single market'”. The goal is to overcome the
discrepancy between national online markets frag-
mented by multiple barriers and the borderless
Internet™. To this end, the concept includes access to
pan-European telecom services, as well as free circu-
lation of online services and content'”. To reach this
goal, the European Commission announced the Digital
Single Market Strategy for Europe%) in May 2016. The
strategy positions the digital single market as a special
implementation of the European single market from
the perspective of digitalisation. To realise this vision,
the Commission pursues a bundle of legal measures,
fostering legal approximation among the Member
States. Through the implementation of the strategy, the
Commission expects to be able to create an additional
growth of EUR 250 billion in the EU, which is already
the world’s largest economic market with 28 Member
States™. A mid-term review on the implementation of
the Digital Single Market Strategy was published in
May 2017

Conceptually, the digital single market is built on
the following three pillars: (1) access to online goods
and services, (2) environment: digital networks and (3)
European digital economy.
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1) Access to online goods and services
across Europe

The first pillar focuses on better access for con-
sumers and businesses to online goods and services
across Europe through the removal of market barriers.
It refers to the very concept of the single market with
the availability of goods and services regardless of
borders between Member States. While this is consid-
ered to be already widely achieved offline, tearing
down barriers for cross-border online activity still
remains a task to be fulfilled".

A conceptual precondition for the implementation
of the digital single market is the harmonisation of
legal conditions for access to this market, namely for
online goods and services. Accordingly, the rules for
cross-borders e-commerce are an important point. The
EU has already achieved harmonisation for certain
legal aspects of online sales with its Directive on elec-

. (19
tronic commerce

, namely information requirements
for service providers and questions of liability for
intermediary service providers. What remains to be
harmonised are on the other side, for instance, rules
for remedies regarding digital content such as e-books
purchased at online stores. This point will be covered
by two proposals for directives setting up harmonised
rules for contracts for the online and other distance
sales of goods as well as for contracts for the supply
of digital content”. Furthermore, after the review and
reassessment”’ of the Regulation on Consumer Protec-
tion Cooperationm, the Commission published a
legislative proposal to strengthen the enforcement of
consumer rights also with regards to cross-border
trade in the digital economy, which was finally
adopted in December 2017%. This new regime will be
applicable from January 2020. In February 2016 the
Commission also launched an EU-wide online dispute
resolution platform where consumers can submit dis-
putes with traders about online purchases of goods and
services”’.

These rules taken together should increase the
amount of cases where citizens from one Member
States purchase goods in another Member State. With
their applicability to both offline and online purchases,
the goal is to create a common regime for both types
of transactions. Digitalisation is the driving force for
rendering a common ground for cross-border sales all
the more urgent. Furthermore, as a subsequent consid-
eration, the implementation of the digital single
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market would also require diminishing barriers for
cross-border parcel delivery, namely higher prices in
comparison to domestic delivery, a point which the
Commission also plans to tackle with a proposal for a
regulation on cross-border parcel delivery services”.

Another important goal is the prevention of
unjustified geo-blocking. This refers to cases where
customers, for example, having purchased digital con-
tent like video-streaming are denied access when they
try to access the content from another Member State
or cases where they are prohibited from making pur-
chases from a certain location®. The Commission also
targets cases where users are re-routed to a local web-
site with different prizes or conditions causing a
fragmentation of the internal market”. All these cases
can occur when websites use IP filter technology to
treat a certain territorial range of addresses differently
than others, whether due to the territoriality of copy-
rights or out of business considerations. In 2016, the
Commission published a proposal for a regulation on
addressing geo-blocking of online goods and services
(but not yet for audiovisual services), and aimed to
prevent discrimination based, directly or indirectly, on
the nationality, place of residence or place of estab-
lishment of customers™.

Geo-blocking is not the only case where the
concept of territoriality is challenged due to the decen-
tralised nature of the Internet. Another key initiative is
the expansion of copyright law at the EU level”. Dif-
ficulties in accessing or using digital content are
grounded in different copyright regimes among Mem-
ber States. To overcome the territoriality of copyrights,
the Commission proposedGO) in 2015 a regulation on
cross-border portability of online content services in
the internal market, which was finally adopted in June
2017*". This new regulation will be directly applicable
in all Member States from 20 March 2018. Article
3(1) of the regulation imposes a direct obligation to
providers of online content to enable a subscriber tem-
porarily present in one Member State to access and
use the online content service in the same manner as
in his/her Member State of residence. A more compre-
hensive approach is intended with the proposal for a
directive on copyright in the digital single marketm),
which is currently under discussion. The proposed
directive focuses particularly on digital and cross-bor-
der uses of protected content, and addresses issues
such as ‘data mining’, exceptions for out-of-commerce

works, access to audiovisual works on video-on-
demand platforms such as YouTube or the digital use
of press publications. Furthermore, regulation on the
exercise of rights on ancillary online transmissions or
retransmissions of broadcasting is envisaged(sg). In this
context, the Commission also plans to review the
existing Satellite and Cable Directive™ and its appli-
cability to online broadcasting(%).

Finally, to complete the picture, harmonisation in
the area of value-added tax (VAT) overcoming differ-
ent national taxation regimes has been scheduled, such
as introducing the possibility to pay VAT in the busi-
nesses’ Member States instead of in the customers’

Member States separately(%).

2) Environment: Digital networks and

services

While the first pillar focuses on the access of
online goods and services, a conceptual precondition
is the existence of a suitable environment in terms of
connectivity speed, security and trustworthiness of
digital networks and content services”.

The first key element of this approach is the
review of the existing EU telecommunications frame-
work of 2002, which was last revised in 2009%. The
current framework consisting of four directives
(Framework Directive, Access Directive, Authorisa-
tion Directive and Universal Service Directive)eg) will
be recast and simplified into one single directive, the
new Directive establishing the European Electronic
Communications Code, proposed by the Commission
in 2016". Due to the convergence of telecommunica-
tions, media and information technology sectors, a
single European electronic communications code
should cover all electronic communications networks
and services"". The purpose of the harmonised regula-
tory framework to implement an internal market in
electronic communications networks and services
would remain the same under the new regime while
ensuring effective competitionw. Given the lengthy
period that this regime had been divided into different
directives, the merger into one single directive can be
considered a mini revolution. Finally, these measures
are complemented by the Commission’s strategy to
further develop gigabit connectivity with high-capac-
ity networks across the EUY.

Another focus of the second pillar is the sched-
uled review of the existing media framework with the
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Audiovisual Media Services Directive (Directive (EU)
2010/13)(44). The directive is already, to a certain
degree, consistent with digitalisation since it covers
not only traditional television broadcasting, but also
on-demand audiovisual media services on the Internet,
such as YouTube and Netflix®. The Commission is,
however, planning to simplify the framework, enhanc-
ing the protection of minors, and broadening its scope
by specifying new terms such as ‘video-sharing plat-
form services™*

Overall, the Commission has taken up the term
‘online platform’ and other intermediaries as central
objects of regulation. The term ‘online platform’ is
perceived in a broad sense by the Commission, refer-
ring to all kinds of platforms from search engines to
social media platforms like Facebook or Twitter, to
e-commerce platforms like Amazon or eBayM.
Because of the effective market power of some of
these platforms owing to the amount of data they han-
dle and also owing to their roles in controlling access
to online markets, the Commission aims to regulate
app-stores where developers offer their applications,
and also to regulate access to social media, which is
increasingly important for private companies(48>. To
maintain a balanced legal framework between attract-
ing these platforms to the EU and maintaining
responsibility towards topics like liability, effective
competition, and content regulation, the Commission
presented a comprehensive assessment of online plat-
forms in 2016, addressing topics like the ‘sharing
economy’, online intermediaries and ‘over-the-top
(OTT) services’ such as YouTube or Netflix that are
increasingly substituting traditional telecommunica-
tions services".

In so far as the liability of intermediaries for ille-
gal content on the Internet is concerned, the EU
already has specific rules in the aforementioned Direc-

. . (50
tive on electronic commerce

, which states that, in
principle, mere conduit, caching and hosting of illegal
content does not trigger liability. However, as the
amount of illegal content on the Internet grows, as do
the technical possibilities to remove this content, the
Commission published a communication dealing with
the handling of illegal content in September 2017,
While this communication does not contain binding
rules, it provides guidance for online platforms regard-
ing their responsibilities towards tackling illegal
content that they might host™. The existing “Code of

Conduct on countering illegal hate speech online” also
tends in this direction™.

Additional measures contain countermeasures
against cyber threats™ with the new Network and
Information Security Directive (NIS Directive)(%), in
force since August 2016, that inter alia requires the
Member States to provide a Computer Security Inci-
dent Response Team (CSIRT), and sets up security
requirements for ‘essential services’ such as energy
operators. The Commission proposed as well a Cyber-
security Act, a regulation that implements inter alia a
European cybersecurity certification™.

The respect of rights to privacy and personal data
protection is also considered to be essential in estab-
lishing trust in networks and services”. The new
General Data Protection Regulation(w is applicable
from May 2018. For electronic communication ser-
vices, the ePrivacy Directive™ contains special privacy
rules for electronic communication services. However,
this still needs to be adapted to the new GDPR and
thus will be replaced by a new Regulation on Privacy
and Electronic Communications, which inter alia

broadens its scope to over-the-top (OTT) services®”

3) European digital economy

The third pillar of the digital single market strat-
egy addresses challenges and opportunities around
‘Big Data’, cloud services and the Internet of Things.
These services can contribute to the growth of the sin-
gle market, but fragmentation of national legislation or
the lack thereof are crucial barriers for the successful
utilization of these technologies. Accordingly, the
strategy attempts to maintain a balance between legal
incentives for innovation and competitiveness on one
side, and social aspects like inclusiveness on the other.
Envisaged measures aim to overcome restrictions on
data locations to ensure the free flow of data across
the single market, namely restrictions other than data
protection law, which remains an important aspect of
legal protection(sl). The Commission has specified
these objectives in its communication on Building a
European Data Economy@. Firmly based on the con-
cept of a digital single market, the objective is to
establish a legal framework for data flows throughout
the Union. At the same time, this provides an opportu-
nity to overcome legal uncertainties created by new
data technologies, such as ‘Big Data’, referring to the
increasing amount of data, its increasing diversity and,
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finally, increasingly cheaper and easier accessing, pro-
cessing and storage technologiesm.

Specifically, a regulation on a framework for the
free flow of non-personal data in the EU was pro-
posedm. Furthermore, the Commission is upholding
the concept of ‘Open Data’ by reviewing the existing
PSI Directive®. With regard to the Internet of Things,
a staff working paper was issued®. In addition, the
Commission aims to establish rules for cloud service
certification and civil rules for cloud services and has
already announced a European Cloud Initiative®.

Still aiming at a European digital economy,
interoperability and standardisation are envisaged in
sectors like telemedicine, transport and energyw.
Finally the term ‘inclusive e-society’ refers to steps
taken towards the development and improvement of
digital skills, as well as addresses several issues of
‘e-government’, like, for instance, the interconnection
of business registers or cross-border usability of e-sig-

69
natures( ).

lll. Going beyond borders: From
economisation to digitalisation

The concept of the digital single market marks a
conceptual paradigm shift. The initial idea of the sin-
gle market was born out of a concept to avoid military
conflicts in Europe by communitizing the crucial war
industries of coal and steel. This can be regarded as
the first stage of the single market concept. Soon
thereafter, with the foundation of the European Eco-
nomic Community in 1957, the concept further
developed and unfolded itself to the next level with
the implementation of a single market for all goods,
services, capital, and people. This was considered to
be the most efficient way to deepen the bond between
nation states in Europe, i.e. through economic integra-
tion rather than aiming directly for a political union or
mere cooperation. In parallel, the ongoing globalisa-
tion phenomenon increased the scale of cross-border
trade, likewise based on increased mobility of goods,
services, capital and people. On the legal side, the
mandate for approximation of the Member States’
national laws (now Art. 114 TFEU) added to the for-
mer Treaty establishing the European Economic
Community(m) with the Single European Act in 1986(7]),
and led to an increased harmonisation of legal systems
in Member States. From the conceptual foundation of
the four fundamental freedoms, to the Euro as the

common currency of most Member States, the ongo-
ing integration has been characterised by an economic
perspectivem).

This economic perspective has, however, been
increasingly enriched by the possibility of legal
approximation in other policy fields beyond the single
market. The Single European Act specified and broad-
ened the concept of harmonisation to the area of social
policy (now 153 TFEU), research and technical devel-
opment (now Art. 179 to 188 TFEU) and environment
(now Art. 192 TFEU)%). Later, amending Treaties
deepened this development, such as the concretion of
legal approximation in the area of consumer protection
with the Treaty of Maastricht (now 169 TFEU).

While the process of economic integration in the
EU can still be considered ongoing, the phenomenon
of digitalisation can be seen as adding a different per-
spective to the single market concept. The nature of
the Internet as a decentralised network is based on the
routing of data to and from IP addresses at times in
different nation states. The concrete route of the data
is not foreseeable, and thus also potentially indepen-
dent of administrative borders. Accordingly, legally
overcoming these borders is increasingly important.
The key focus behind the economic approach of the
internal market has always been to enhance economic
exchanges through increasing the mobility of goods,
services, capital and people. On the other hand, digi-
talisation refers to the mobility of data. Data mobility
or, the ‘un-territoriality of data’m), makes the imple-
mentation of a common legal framework independent
from territorial borders far more necessary than the
increasing demands for cross-border trade. Digitalisa-
tion can thus be seen as a new catalyst for legal
harmonisation. First, the legal framework aimed to
create a single market and establish cross-border mar-
kets aided by the ongoing globalisation. Now, these
markets are pursuing digitalisation, which is com-
pletely overturning the traditional thinking in terms of
location.

As location itself becomes less important, territo-
riality as a presumption of our nation state and
sovereignty based legal systems is challenged. At the
same time, boundaries between traditional legal fields
are blurring as well (i.e. areas of administrative law
such as telecommunication law or data protection law
are just as affected by questions of civil liability of
online platforms and contractual relationships to
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service providers). The vertical relationship in admin-
istrative law is addressed in relation to the question of
sovereignty and assignment of regulatory powers. Pri-
vate law, on the other side, is challenged by a
pluralism of potential liable actors along with the
assignment of responsibilities being very much con-
nected to questions of technical feasibility and
controllability of online content as a logical precondi-
tion. What remains to be the common ground is, again,
the decentralised concept of the Internet and the intan-
gibility of data, which appear to ignore borders.
Regarding this as a global phenomenon requires legal
harmonisation to a greater extent than from just con-
sidering the economic perspective, and goes beyond
the EU level. The EU however, now has the opportu-
nity to proceed and set the standards with their digital
single market strategy.
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