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Evolution of Internet
»70’s

» Research and Development Network: ARPANET
»80’s

» _TCP/IP, 56Kbps -> T1 (1.5Mbps)

» CSNET, NSFNET
»90's
» The Internet. ISPs. Creation of Web Space
» 93 Commercialization Plan
» 95 Privatization of NSFNET
» Fusion of Media Space
» Internet Fax, Internet Phone, Internet TV, Internet Car

»00’s

Ubiquitous Network

» Cyber & Physical Space Integration (CPS), [oT, M2M
Service Mash Up, Cloud

» Web Services, Blog, Google Earth, Google Map
»10’s

Social Network Services, Social Media, IoE
» Lifelog, SNS (Facebook), Twitter, etc.
» Crowd Sourcing, Crowd Funding
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BlackBox Al vs. Explainable Al (XAl)
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» XAl - Explainable Al
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» Trusted Al

» T2 EE) vs. Human in the Loop (Al vs. Intelligence Augmentation and Amplification)
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DARPA XAl Program by Mr. David Gunning

(4182 : IUI2019 Keynote: https://www.youtube.com/watch?v=nX-4CIxWXYg)

DARPA XAl Program by Mr. David Gunning
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Mobileye ADAS system’s response image
(https://newsroom.intel.com/editorials/experience-counts-particularly-safety-

critical-areas/)
Prof. Amnon Shashua, SVP Intel, CEO & CTO of Mobileeye
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1)Experience Counts ($2E%)
2) Transparency (BBAtE:)
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camera, radar, LIDER)
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Jeep201 5/\ v # ‘/7‘ (from wired.com)
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The FTC authorized changes to the Digital Copyright Act (DMCA) that will allow Americans to do
hack their own electronic devices. Researchers can lawfully reverse engineer products and consumers can
repair their vehicle's electronics, but the FTC is only allowing the

for a two-year trial run
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NICT Flexible Factory Project
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(http://www2.nict.go.jp/wireless/ffpj.html)

Outline

MloTEF VT 1 DERE
OTREOREE YRS
reF 2T 1 AHER

yE e

loTtF a7 1 DERE

E., &% - 8% 1Z2=7+«. BAA
< FiTHIERRE & HIERIERRE >

ARV TFYRY—ER
959K
XY bhT—2
AY—RFIN1R

rfcia A IN—tF 1Y T 1 BB by Niscin 2015)

ARITYRY—EZR
DoSERE
F—SEHHL/MND X —LRE

75
ﬁﬁ'f)‘—“)&?-l - WEBOYY— LB
<E>

< TFBF> <#A> <k > <BEF>
<EHE><EH><THA>

loTIRIEDE R

Security by Design
Privacy by Design
I57REF2UT 1

T =SS L/ B URARIT
T AN —RE L

AxXI 7y RY—EX

e — — —

AN—KTINA R
@ hide tok

]

J

Xy hT—% ]
]

loTEF2Y 71 DRER
v FEXT IR R RE

PIRERIDO IR ~ << SFERIO IR ~
Y BRI A B >> SPSEIA LK
YREZE—R > SHEAE—R
yIRNZZEZBICIE
»Game Change’% & 5 DM ?
» Security by Design & Privacy by Design
yIF7 IV = A=T AV NDEE
VoTU T 5V —HBEDER - BR/ AMER




loTRDEF21VT v
ARSI TEESDM?

before and after
KEDY—Tvy k
KWEDELE

“D5I0T"DER

BENMTERBVTVWEWDSIOTT /N " ADOKEIEM
e.g. EEEAANDOKER : 2016515~6H
#1605 A, S500fEEULDIOTF/NA AN S

&) hide t 43 & hidet 44
IOTIRIBTHRET DI AT A VYT ALY (Z25-)
NICTER
Managed U d 3
° e O SN~ ICERIRERE - TS RT L .
OEARNTIOFDKRFERIPZ KL RS —0 % v k=&l
fixed ORI 1 )\ — B DA BB IEAER I
1
! i
1 1
1 1
I i
: : movable
|
0 [ E® ORy ~
ISP BEA > ISZCH,
| BYA) - EFIUFAD
SHOCIEEEELe)
&) hide t 45 de tokuda 46

Scanning observation by nicter-Atlas
Recently, scanning to loT related Ports (including Port 23
(telnet)) is getting larger.

 Capturing packets
through dark-net in
real time basis.

) N Atlas All
« Color indicates the view
protocol types.
""""" mupP
ETCP SYN
TCP SYN/ACK Adas only
BTCP Other related
ICMP ports
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